PROCEEDINGS OF SPIE

Mobile Multimedia/Image
Processing, Security, and
Applications 2008

Sos S. Agaian
Sabah A. Jassim
Editors

18-20 March 2008
Orlando, Florida, USA

Sponsored and Published by
SPIE

Volume 6982

Proceedings of SPIE, 0277-786X, v. 6982

SPIE is an international society advancing an interdisciplinary approach to the science and application of light.



The papersincluded in this volume were part of the fechnical conference cited on the cover and title
page. Papers were selected and subject fo review by the editors and conference program
committee. Some conference presentations may not be available for publication. The papers
published in these proceedings reflect the work and thoughts of the authors and are published herein
as submitted. The publisher is not responsible for the validity of the information or for any outcomes
resulting from reliance thereon.

Please use the following format to cite material from this book:

Author(s), '"Title of Paper," in Mobile Multimedia/Image Processing, Security, and Applications 2008,
edited by Sos S. Agaian, Sabah A. Jassim, Proceedings of SPIE Vol. 6982 (SPIE, Bellingham, WA, 2008)
Article CID Number.

ISSN 0277-786X
ISBN 9780819471734

Published by

SPIE

P.O. Box 10, Bellingham, Washington 98227-0010 USA
Telephone +1 360 676 3290 (Pacific Time) - Fax +1 360 647 1445
SPIE.org

Copyright © 2008, Society of Photo-Optical Instrumentation Engineers

Copying of material in this book for internal or personal use, or for the internal or personal use of
specific clients, beyond the fair use provisions granted by the U.S. Copyright Law is authorized by SPIE
subject fo payment of copying fees. The Transactional Reporting Service base fee for this volume is
$18.00 per article (or portion thereof), which should be paid directly to the Copyright Clearance
Center (CCC), 222 Rosewood Drive, Danvers, MA 01923. Payment may also be made electronically
through CCC Online at copyright.com. Other copying for republication, resale, advertising or
promotion, or any form of systematic or multiple reproduction of any materialin this book is prohibited
except with permission in writing from the publisher. The CCC fee code is 0277-786X/08/$18.00.

Printed in the United States of America.

Publication of record for individual papers is online in the SPIE Digital Library.

SPIE &t
Digital Liorary

SPIEDigitallLibrary.org

Paper Numbering: Proceedings of SPIE follow an e-First publication model, with papers published first
online and then in print and on CD-ROM. Papers are published as they are submitted and meet
publication criteria. A unique, consistent, permanent citation identifier (CID) number is assighed to
each article at the fime of the first publication. Utilization of CIDs allows articles to be fully citable as
soon they are published online, and connects the same identifier to all online, print, and electronic
versions of the publication. SPIE uses a six-digit CID article numbering system in which:
= The first four digits correspond fo the SPIE volume number.
= The last two digits indicate publication order within the volume using a Base 36 numbering
system employing both numerals and letters. These two-number sets start with 00, 01, 02, 03, 04, 05,
06, 07,08, 09, 0A, OB ... 0Z, followed by 10-1Z, 20-2Z, etc.
The CID number appears on each page of the manuscript. The complete citation is used on the first
page, and an abbreviated version on subsequent pages. Numbers in the index correspond to the last
two digits of the six-digit CID number.



Contents

vii Conference Committee
iX Infroduction
SESSION 1 WIRELESS NETWORKING |
6982 03 Private synchronization technique for heterogeneous wireless network (WiFi and WiMAX)
[6982-02]
A. Al-Sherbaz, C. Adams, S. Jassim, Univ. of Buckingham (United Kingdom)
6982 04 Credibility based secure route finding in wireless ad hoc networks [6982-03]
F. Li, A. Al-Sherbaz, S. Jassim, C. Adams, Univ. of Buckingham (United Kingdom)
6982 05 Implementation of an intrusion detection system based on wireless positioning [6982-04]
D. Akopian, P. Chen, M. Gunturuy, P. K. Sagiraju, The Univ. of Texas at San Anftonio (USA)
SESSION 2 WIRELESS NETWORKING I
6982 06 RHINO: armoured plated networking with intelligent high speed wireless ad hoc capability
(Invited Paper) [6982-05]
G. Markarian, Lancaster Univ. (United Kingdom); F. Singh, Britannia 2000 Ltd. (United
Kingdom)
6982 07 Integrating RFID technique to design mobile handheld inventory management system
[6982-06]
Y.-P. Huang, National Taipei Univ. of Technology (Taiwan); W. Yen, S.-C. Chen, Tatung Univ.
(Taiwan)
6982 08 IDMA: improving the defense against malicious attack for mobile ad hoc networks based
on ARIP protocol [6982-07]
C. Peng, Florida Institute of Technology (USA); C. W. Chen, State Univ. of New York at
Buffalo (USA)
6982 09 Performance study of MPLS and DS techniques to improve QoS routing for critical
applications on IP networks [6982-08]
S. Alsharif, Univ. of South Alabama (USA); M. M. Shahsavari, Florida Institute of Technology
(USA)
SESSION 3 DATA HIDING AND WATERMARKING
6982 0A Q-filter structures with applications in mobile communication systems (Invited Paper)

[6982-09]
M. A. Mohamed, W. Xiao, Motorola Labs. (USA)



6982 0B

Fractal steganography using artificially generated images [6982-11]
S.S. Agaian, J. M. Susmilch, The Univ. of Texas at San Antonio (USA)

6982 0C A spatial data hiding scheme based on generalized Fibonacci sequence [6982-12]
E. Mammi, F. Battisti, M. Carli, A. Neri, Univ. degli Studi di Roma Tre (Italy); K. Egiazarian,
Tampere Univ. of Technology (Finland)
6982 0D Sum-SINR/sum-capacity optimal multisignature spread-spectrum steganography [6982-13]
L. Wei, D. A. Pados, S. N. Batalama, State Univ. of New York at Buffalo (USA); M. J. Medley,
Air Force Research Lab. (USA)
6982 OE Secure information hiding algorithm using parametric slant-Hadamard fransforms [6982-14]
J. Xie, Tufts Univ. (USA); S. Agaian, The Univ. of Texas at San Antonio (USA); J. Noonan, Tufts
Univ. (USA)
6982 OF MPEG-4 AVC domain watermarking transparency [6982-15]
S. Duta, M. Mitreq, F. Préteux, M. Belhaj, Institut TELECOM/TELECOM Management SudParis
(France)
SESSION 4 SECURITY AND INTEGRITY OF MULTIMEDIA OBJECTS
6982 0G Scalable encryption using alpha rooting [6982-16]
E. J. Wharton, K. A. Panetta, Tufts Univ. (USA); S. S. Agaian, The Univ. of Texas at San Antonio
(USA)
6982 OH P-recursive sequence and key-dependent multimedia scrambling [6982-17]
Y. Zhou, K. Panetta, Tufts Univ. (USA); S. Agaian, The Univ. of Texas at San Antonio (USA)
6982 0l General finite state machine reasoning method for digital forensics [6982-19]
L. Chen, G. Wang, Southwest JiaoTong Univ. (China) and Chongqing Univ. of Posts and
Telecommunications (China)
6982 0J Perception measures for digital restoration of semi-transparent blotches [6982-20]
V. Bruni, Istituto per le Applicazioni del Calcolo M. Picone, CNR (Italy); A. J. Crawford,
Istituto per le Applicazioni del Calcolo M. Picone, CNR (Ifaly) and Univ. di Roma La
Sapienza (Italy); A. Kokaram, Univ. of Dublin, Trinity College (Ireland); D. Vitulano, Istituto
per le Applicazioni del Calcolo M. Picone, CNR (Italy)
SESSION 5 IDENTIFICATION AND FEATURE DETECTION I
6982 0K Can we ID from CCTV? Image quality in digital CCTV and face identification performance
[6982-21]
H. U. Keval, M. A. Sasse, Univ. College London (United Kingdom)
6982 0L Fingerprint separation: an application of ICA [6982-22]
M. Singh, D. K. Singh, P. K. Kalra, Indian Institute of Technology Kanpur (India)
6982 OM A special purpose knowledge-based face localization method [6982-23]

A. Hassanat, S. Jassim, Univ. of Buckingham (United Kingdom)



6982 ON

SESSION 6

Face recognition using facial expression: a novel approach [6982-24]
D. K. Singh, Indian Institute of Technology Kanpur (India); P. Gupta, Capgemini India Pvt
Ltd. (India); U. S. Tiwary, Indian Institute of Information Technology Allahabad (India)

IDENTIFICATION AND FEATURE DETECTION II

6982 00

6982 OP

6982 0Q

6982 OR

6982 0S

Information distance based contrast invariant iris quality measure [6982-25]
C. Belcher, Y. Du, Indiana Univ.-Purdue Univ. Indianapolis (USA)

Real-time video-based iris image processing [6982-26]
Y. Du, Z. Zhou, Indiana Univ.-Purdue Univ. Indianapolis (USA)

Video based non-cooperative iris segmentation [6982-27]
Y. Du, E. Arslanturk, Indiana Univ.-Purdue Univ. Indianapolis (USA)

On-line signature authentication: user adaptive template protection and renewability
[6982-28]
E. Maiorana, P. Campisi, A. Neri, Univ. degli Studi di Roma Tre (Italy)

Classifier dependent feature preprocessing methods [6982-29]
B. M. Rodriguez, G. L. Peterson, Air Force Instfitute of Technology (USA)

POSTER SESSION

6982 0V

6982 OW

6982 0X

6982 0Y

6982 07

6982 10

6982 11

Restoration of images damaged by semi-transparent water blotches using localized image
enhancement [6982-31]

A. Greenblatt, Tufts Univ. (USA); S. Agaian, The Univ. of Texas at San Anfonio (USA);

K. Panefta, Tufts Univ. (USA)

Techniques for detection and classification of edges in color images [6982-32]
K. Panetta, S. Qazi, Tufts Univ. (USA); S. Agaian, The Univ. of Texas at San Antonio (USA)

Logical subband decomposition based secured multimedia system [6982-33]
R. C. Cherukuri, S. S. Agaian, Univ. of Texas at San Antonio (USA)

Fast massive preventive security and information communication systems [6982-34]
D. Akopian, P. Chen, S. Miryakar, A. Kumar, The Univ. of Texas at San Anfonio (USA)

Bag separation algorithm [6982-35]
Y. Q. Yildiz, D. Q. Abraham, Analogic Corp. (USA); S. Agaian, The Univ. of Texas at San
Antonio (USA); K. Panetta, Tufts Univ. (USA)

Latency-information theory and applications: Part I. On the discovery of the time dual
for information theory [6982-36]
E. H. Feria, College of Staten Island/CUNY (USA)

Latency-information theory and applications: Part Il. On real-world knowledge aided radar
[6982-37]
E. H. Feria, College of Staten Island/CUNY (USA)



vi

6982 12

Latency-information theory and applications: Part lll. On the discovery of the space dual of

the laws of motion in physics [6982-38]
E. H. Feria, College of Staten Island/CUNY (USA)

Author Index



Conference Committee

Symposium Chair

Larry B. Stotts, Defense Advanced Research Projects Agency (USA)

Symposium Cochair

Ray O. Johnson, Lockheed Martin Corporation (USA)

Program Track Chair

Raghuveer M. Rao, Rochester Institute of Technology (USA)

Conference Chairs

Sos S. Agaian, The University of Texas at San Antonio (USA)
Sabah A. Jassim, University of Buckingham (United Kingdom)

Program Committee

Salim Alsharif, University of South Alabama (USA)

David Akopian, The University of Texas at San Antonio (USA)

Patrick D. Baier, The George Washingfon University (USA)

Cesar Bandera, BanDeMar Networks (USA)

Chang Wen Chen, Florida Institute of Technology (USA)

Reiner Creutzburg, Fachhochschule Brandenburg (Germany)

Martin Dietze, 4G Systeme GmbH (Germany)

Yingzi Du, Indiana University-Purdue University Indianapolis (USA)

Frédéric Dufaux, Ecole Polytechnique Fédérale de Lausanne
(Switzerland)

Touradj Ebrahimi, Ecole Polytechnique Fédérale de Lausanne
(Switzerland)

Erlan H. Feria, College of Staten Island/CUNY (USA)

Phalguni Gupta, Indian Institute of Technology Kanpur (India)

Yo-Ping Huang, Tatung University (Taiwan)

Prem Kumar Kalra, Indian Institute of Technology Kanpur (India)

Jacques Koreman, Norwegian University of Science and Technology
(Norway)

Maryline Maknavicius, Institut National des Télécommunications
(France)

Alessandro Neri, Universitd degli Studi di Roma Tre (ltaly)

Gilbert L. Peterson, Air Force Institute of Technology (USA)

Salil Prabhakar, Digital Persona Inc. (USA)

vii



Sonia Salicetti, Groupe des Ecoles des Télécommunications, Institut
National des Télécommunications (France)

Xiyu Shi, University of Surrey (United Kingdom)

Yuri Shukuryan, National Academy of Sciences of Armenia (Armeniaq)

Gregory B. White, The University of Texas at San Antonio (USA)

Session Chairs

1 Wireless Networking |
Sabah A. Jassim, University of Buckingham (United Kingdom)

2 Wireless Networking |I
Yo-Ping Huang, Tatung University (Taiwan)
Salim Alsharif, University of South Alabama (USA)

3 Data Hiding and Watermarking
David Akopian, The University of Texas at San Antonio (USA)
Alessandro Neri, Universitd degli Studi di Roma Tre (Italy)

4 Security and Integrity of Multimedia Objects
Sabah A. Jassim, University of Buckingham (United Kingdom)

5 Identification and Feature Detection |
Yingzi Du, Indiana University-Purdue University Indianapolis (USA)

6 Identification and Feature Detection |l

Alessandro Neri, Universitd degli Studi di Roma Tre (ltaly)
Patrizio Campisi, Universita degli Studi di Roma Tre (Italy)

viii



Infroduction

Research in Information and Communication Technology (ICT) in the 21st century
has so far been influenced by three main factors: (1) the emergence of new
wireless fechnologies and pervasive computing environments, (2) the rapid
growth in mass deployment of programmable mobile devices equipped with
low-cost high-resolution digital cameras, and (3) the rise of international terrorism
and the rapid growth in cybercrime and identity theft. While technological
advances provide new and exciting opportunities for ranging applications, they
also present the research community with numerous challenges that are
exacerbated by growing security concerns. The most significant challenges in this
respect include: efficient and secure processing of image/video processing
suitable for implementation on mobile devices that are constrained in their
memory capacities and computational powers, developing innovative solutions
to problems associated with some incompatibilities of different wireless
technologies (e.g. WiFi and WIMAX) that in turn limit the ability to fully exploit the
capabilities of pervasive computing environments, and developing proactive
security solutions to protect computing infrastructures and sensitive information
systems while preserving the privacy of citizens.

The high-quality research papers and posters presented at the conference and
reported in this proceedings volume make important confributions ftoward
meeting some of the challenges listed above. Several papers propose novel
secure and efficient image/video, encryption, steganography, and
watermarking schemes that are specially designed for mobile devices. The
security and performance of wireless ad hoc networks are dealt with by a
number of papers that propose innovative schemes for secure routing and for the
detection of malicious nodes in such networks. One paper addressed the issue of
cross-standards wireless technologies. Feature detection and extractions in
images are dealt with in a number of papers that also propose approaches to
improving the accuracy of such schemes. Various aspects of identification
schemes are tackled with emphasis on the effect of image quality on the
performance of computer and human recognition of faces and irises, as well as
mechanisms to protect biometric data. The conference also included two invited
presentations. The first one gave an overview of the security and wireless
extension of JPEG 2000, while the other one highlighted the use of Q-filters for
improved classification fechniques.



The various presentations attracted interesting and high-quality questions and
inferactions among the researchers attending the conference. This has
demonstrated the importance of all the tackled issues and their strong relevance
to the current challenges in mobile multimedia processing and security of wireless
technologies.

Sabah A. Jassim
Sos S. Agaian



