
Optical Security

Joseph L. Horner, FELLOW SPIE

Rome Laboratory
Department of the Air Force
Hanscom Air Force Base
Massachusetts 01731
E-mail: horner@eastlouex.rl.af.mil

Bahram Javidi, FELLOW SPIE

University of Connecticut
Electrical and Systems Engineering
Department
U-157, Room 312, Eng. III
260 Glenbrook Road
Storrs, Connecticut 06269
E-mail: bahram@eng2.uconn.edu

Special Section Guest Editorial
o

o

h

e

i

h
d

e

o-

e
n-

o
-

-
f
r
or
d
-
r-
-

l
-
.
ty

t

This special section ofOptical Engineeringmarks an im-
portant first: It is the first one devoted to the topic
optical security, encryption, and verification. True, th
field has been around a long time, from the days of w
termarks and intaglio printing. With advances in techn
ogy, such as lasers, holograms, and digital electronics,
state of the art in security and encryption has advanc
Unfortunately the same technical advances have fuele
huge increase in fraud and counterfeiting.

It is interesting to see how the field has grown in t
short time since we became interested in it about fo
years ago. SPIE has hosted three symposia in this a
chaired by van Renesse. This year, Javidi chaired a wo
shop, sponsored by the NSF, DARPA, and the USAF,
the role of optics in security, encryption, and anticount
feiting. The workshop report will provide guidelines fo
government funding and support of this field. There w
an entire conference, the CardTech/SecureTech con
ence in Atlanta, which was devoted just to card secur
e.g., credit cards, smart cards~containing IC chips!, driv-
ers licenses, identification cards, immigration cards, etc
was attended by nearly 6000 people~even though the reg-
istration was more than double the SPIE registration a
many of the participants were from small businesses!. In
addition, a consortium of government laboratories a
agencies working in the field was formed in 1992—t
‘‘Biometric Consortium’’—to exchange information an
also in hopes of opening a center for biometric technolo
research. Even theNew York Timeshad an article in their
science section recently on quantum encryption—a v
new and highly imaginative approach to the problem.
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certainly advanced, it is generally agreed that ultimately
to produce secure and noncounterfeitable products, a bi
metric identification must be included. This includes fin-
gerprints, hand geometry, iris or retinal patterns from the
eye, facial images, vein patterns from the hand, voic
prints, etc. At the CardTech/SecureTech conference, ve
dors were displaying and marketing equipment for the
first four mentioned techniques. Optics can play a big role
in this rapidly growing field. It is already. This includes
optical systems to read the card and live biometric data, t
manufacture the card, and hybrid optical processing sys
tems to read and verify the data on the card, possibly from
a large optical database.

In this special section, we feel that we have been for
tunate to receive articles that included a wide sampling o
papers from many aspects of this technology. In the orde
presented, this includes encryption techniques; devices f
reading biometric data; papers on fabrication, testing, an
evaluation of actual verification; and authentication sys
tems. We hope the readers will be inspired by these a
ticles to try and adapt their own areas of technical com
petency to this important ever-growing field.

We would like to thank all of the authors for their fine
contributions, the reviewers for their efforts, Brian
Thompson for providing the opportunity to do a specia
section on this subject, and the SPIE staff for their sup
portive patience. And last, but not least, we thank Dr
Guanshen Zhang, a postdoctoral student at the Universi
of Connecticut, Department of Electrical Engineering, for
his help in obtaining the reviews of the papers. Withou
the unflagging efforts of all the above, we never could
have gotten the job done.
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